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Discussion Topics

 Fundamentals of risk

« Common problems with qualitative risk assessments
* Quantitative risk assessments

* Risk tolerance
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What is Risk?

A measure of human injury, environmental damage, or
economic loss in terms of both the incident likelihood and

the magnitude of the injury, damage, or loss
Center for Chemical Process Safety

Risk of a single event is defined mathematically as:
Risk (Single Event) = R, = [Consequence] X [Frequency]

Risk of a system is : "

N
System Risk :21' R, :21 C. xF,
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What is a Risk Assessment?
Risk (Single Event) = R; = [Consequence] X [Frequency]

Qualitative or quantitative procedure that answers:

* What are the hazards?

Chemical or physical properties that can cause harm
(reactive, explosive, toxic, physical force, etc.)

* What can fail or go wrong?

Scenario identification — how can the hazard cause a
problem?

* What is the consequence of each event?
If safeguards fail, what is the worst credible consequence?
* What is the frequency of each event?
How often will this occur, given the effectiveness of
safeguards?
* How do the frequency and consequences combine to
give an overall understanding of the risk?
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How Much Risk Will You Accept (Risk Tolerance)?

Will You Open a Door? (Risk = Consequence X Frequency)
@’
1000 Doors

999 Doors have ¥ 109, 1 door has a hungry m ,
1/1000 risk of fatality/year — limit of workplace risk tolerance

10 Doors
9 Doors have ¥ 1,000,000,000, 1 door has a hungry

10,000 Doors Vs \
9999 Doors have ¥ 109, 1 door has a hungry
1/10,000 risk of fatality/year — limit of public risk tolerance

’-'l. .
Risk = Consequence X Frequency w Reduce >
;' 3 Consequences §M
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Common Problems with Qualitative Risk
Assessments (HAZOPs, What Ifs....)

« Qualitative risk assessments rely upon people’s
judgement and opinions, which can be wrong

* All accident scenarios of concern are not identified

» Worst, yet credible, potential consequences are not
evaluated

* Credit is taken for ineffective safeguards

* Incorrect use of risk ranking matrix (risk tolerance
criteria)

» Most importantly, some HAZOP/What If teams:
o Do not include necessary technical expertise
(engineering experts, senior operations...)

o Do not have a positive attitude (risk assessments
are not understood as important)
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Common Problems with HAZOPS/What Ifs

Example
o recycle compressor C-1 LT-1 fails
{4ty causing LV- V-1 GasoutofV-1, PRD-2 Sized
: 11to open Open over pressure for V-1 gas
High and LAH-1 V-2, vessel out
./ toalarm failure, fire
Pressure L — ’
Separator Loss of suction ~ Other
' V-1 to C-1, safeguards
c ™, compressor not shown
150 Bar surge, possible
damage, gas
Low releasge ’
N~—— Pressure
Separator Gas to Other
d V-2 fractionator, safeguards
> process upset not shown
40 Bar
LV-1and Overpressure No
v N g bypass V-2, vessel safeguards
Bypass open open failure, fire identified
To fractionator
< Key Rules

«

» Identify worst consequences without safeguards
* Only take credit for safeguards that are effective
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Common Problems with HAZOPS/What Ifs
Incorrect Use of Risk Ranking Matrix

" I 1~} Common Problem
9
4 v Teams are
7] .
oA, / f uncomfortable saying
Example Qualitative 2 E,’ 3 v L e the risk is high, so
Risk Tolerance Criteria | = | § . d— they change the risk
From the Center for 2| & //“l 11 ranking to a lower
Chemical G| 3 2 v v
Process Safety £ g consequence or
w
£ - frequency
1 v v v
1 2 3 4

Consequence Category

Severity Categories Increasing Severity

Category Description
1 No injury or health effects Example Risk Tolerance Criteria
2 Minor to moderate injury or health effects
3 Moderate to severe injury or health effects Risk L .
4 Permanently disabling injury or fatality Level Description Required Response
Frequency Categories | Unacc'eptable Immediate rritiga}ion (')rt.ermination of activity
Category Description 1] High Mitigation within 6 months
1 Not expected to occur during life of process/facility 1] Moderate Mitigation within 12 months
2 May occur once during life of process/facility W Acceptable As Is No mitigation required
3 May occur several times during life of process/facility
4 Expected to occur more than once in a year 8
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How Do You Know if Your Risk is Too High?
Qualitative Risk Assessments

Since qualitative risk assessments are based upon
opinions:

 Establish qualified teams

» Use engineering experts and experienced operations
personnel

* Establish a positive, honest attitude by the team,
supported by management

« Establish an appropriate risk ranking matrix
» Use LOPA when necessary

* Understand the limitations of gualitative risk
assessments
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Understand the Limitations of Qualitative Risk
Assessments

 Qualitative risk assessments work well for higher
frequency events that people may have experienced

* For low frequency, high conseqguence events,
gualitative risk assessments fail. Quantitative risk
assessments (QRA) are necessary to fully understand
the risks of major accidents

Qualitative Assessments

Equipment| Process Small Major High Risk | Catastrophic | Major Accidents
Failures Upsets Releases | Releases | Process Failures Public Impact

Quantitative Assessments

< High Frequency Low Frequency >
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Quantitative Risk Assessment (QRA)

Content
technology and '\ !
mathematics to determine / Event Tree
risk:
o Explosion modeling ///// w%y"mw"” o |
o Dispersion modeling
o Statistical analysis
o Mathematical modeling T T e
_ P e ot
0 Human health impact 07 [ ou | eniiZee
models
* Requires highly :
specialized expertise Common problems with QRA

» Lack of expertise
* Misunderstanding what the
numbers mean

* Presents risk in terms of
numbers, graphs and
plots
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Quantitative Risk Assessment (QRA)
Risk Presentation (From CCPS)

F-N Curve Risk Contours
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\ Iy RIVER 1077/yr \ -

10° b — -

10°®
\
\ |

Low Risk :

1 10 100 1,000 10,000

Frequencies of Incidents Resulting In N or
More Fatalities Per Year

107

Fatalities, N
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What is Acceptable (Tolerable) Risk?

Worldwide Benchmarking Data (CCPS) Gudetines for
Developing
Quantitative
Safety Risk
Criteria
Comparison of UK and Dutch F-N Criteria INDIVIDUAL RISK CRITERIA
1E-02
e Intplerable (High) LEQ2
Risk
e LE03 4 [ ]
1E-05
LE-06 \ EIE-M 4 #MIN
N\ N e 2 BIAX
1.E-07 “ i
S1E05{ ¢ ) A MODE
LE08 —:K| Ma:llmun \
Olerable
\
1.E-00| === wDutch Maximum 1.E-06 . ’
Tolerable \
1E-10 « » » « UK Broadly \,
Acceptable \ LE07
1.E-11‘ : c;:$ c;_f;’ z 2
10 100 1000 10000 %; =2 =g s
== e == -
N, Fatalities wE e =
= 13
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Quantitative Risk Assessment (QRA)
Example Applications

» Add a new high risk process unit to an existing facility
» Decide on a facility location

» Compare alternate high risk process designs
 Decide if additional risk reduction is requwed for an

existing facility oy
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Existing Facility Risk Reduction
QRA Example Application

Risk reduction
measures taken:

TV Intolergble (High) * Removing
~___RisK anhydrous
—3% ammonia
reas | storage

* Relocating

/ UK HSE product storage

/ Risk Criteri tanks away
from plant

1.E-09 NH3 boundary

| .
reEases * Providing

additional
safeguards for
10 high risk

N, Fatalities processes

QO

1.E-08

1.E-11
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Decide on Facility Location
QRA Example Application

High H,S Gas Plant

Individual Risk Contou

1E-02 —— 10%/Year
Intolerable (Highl)
1E-03 —_—
i 104/Year
LE-04 Risk
LE-05 - \ — 10%/Year
LE-06

Environmentally

1.E-07 = ;
A~ ~— Preferred Location

1.E-08 / \~

1.E-09 N
Environmentally
Undesirabl;ﬁ

10 Location 199 1000 10000

N, Fatalities

1E-10

1E-11
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LOPA — Thinking is Required

High pressure shutdown

. : * Process involves clean
stops incoming flow !
/ P g dry natural gas

v

* Vessel is protected from
A/S J overpressure by 3-50%
E # relief valves, on locked out
l

* Vessel is also protected by
H\ 3-50% PRDs

a SIL1 high pressure

shutdown that stops
One locked out incoming flows
> * A HAZOP, with an
V-6 . experienced team,
LOPA applies concluded the risk is
order of acceptable
magnitude « A LOPA concluded more
requirements. layers of protection are
The world needed
P operates in a « Which is right?
continuum
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Questions??? Comments?

Thank You!
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